Case Study 2019 /::;‘ ggFDEEqRSE

Web Application Penetration
Testing



Solution/Service
Title

Client Industry

Client Challenge

Key Benefits

Results

Client Overview ’.

Grey Box Web Application Penetration Testing

Marketing Systems, Customer-Relationship Management Systems provider

International Marketing Service Firm providing winning strategies and execution for industry
leaders

Client data security and Compliance requirements from a very prominent customer were a
initial stimul to conduct Application Security testing and build a solid Security Assurance
process to mitigate similar issues in the future.

This Comprehensive Security Assessment allowed our client to strengthen weak spots in their
Web Application Security

Overall security posture was improved after remediation from grade F (Inadequate) to A
(Excellent) following recommendations provided in our Penetration Testing Report
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Project Overview @ = B\

Type of Assessment:
Gray Box Penetration
Testing

Client:
International Marketing
Service Company

Time Limits:
2 weeks Target:

Web CRM System

Team composition:
2 CEH Certified

Penetration Testers

Technology Stack
PHP

Bootstrap
MySQL
Apache HTTP Server
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Project Challenge g

Technical Goals Business Goals

® Evaluate current level of business
and platform security

® Test Application with initial access
(unprivileged user profile) from
attackers’ perspective

J ® |dentify gaps in current
cybersecurity posture and check
® Detect and give recommendations IT environment for weaknesses
on fixing security issues to protect ﬂ
sensitive data, users’ money and ®  Provide an accurate evaluation of
company reputation % ' the security level after

remediation phase
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Methodologies used foggPenetration Testing
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Project Planning angﬂl’ -~ 2\

Define Scope Map an application _ Define vulnerabilities Gain remote access

Pre-engagement
Interactions

Compromise Web Server
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Vulnerabilities Found

Critical

o Stored XSS
e |IDOR

Low

High
e  User Enumeration o CSRF
e C(lickjacking
e Broken Access
Control
e |Insecure Software :
e (utdated Services Medium
e Information e (Cookie flags
Leakage e Reflected XSS
e phpinfo() page e File upload
e Unvalidated e  HSTS misconfig

redirects
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Hacking Scenario: getting full access

.. gets User session
utilizing an XSS injection

‘.‘ in Contact Form...

Attacker...

é .. steals user private data,
infects server with malware
‘w®? and sends infected emails

B

.. escalates privileges to
Admin role using IDOR

“ vulnerability...

.. escalates privileges to hidden
Developer role ...

.. gains full control
over the system...
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Critical findings: Remote command execution

As a result UD security engineers were able

to On a CIIent msf exploit( ) > run
Web-server Handler failed to bind to - -
Started reverse TCP handler on 9.0.0.0:4444
Command shell session 1 opened ( ) at 2019-04-10 11:32:46 +
Such vulnerability could lead to full %
application compromise and access to all kit v
clients data including

favicon.ico
images
includes
index.php
key

splash
system

https:// — -

test_csv

tmp
uploads

l

/home/ /public_html
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Project Artifacts: Client’s DB

s @ 3 Browse ~ Structure | SQOL , Search 3¢ Insert .l Export —| Import Oporations

(Recent tables)

4+ billing_protiles

*H

+

2 ) addr co encrypted search lastd search first name search last name search postal code search street address account id date last modifie
b ssor)

B IPONJIMVOJdSBWATV 11 Z5QxQAagRFCCxGauiKS5 Q1 JGOMCUUNBZILdMOSPr, 111 20190110 12:57:
#H [K5UpO3HySIAXE_bRBYALYY-pZ-PrdpFHDITEq TquTeXeOCmDySFju. 1 9648 2019-01-10 12557
b DOSHNYIDUZ A2kit 1whkNP 1 pyXCyX3UsWFciOHeS2 NrmzGHIC1p-FY6e2 13456 20190110 12:67:
+

+ KWCSKCO0:S_IAVIWGYoYVSHP DeFncVPaqaQ8707GKMS, _NERV4va4dBalRyKiSH 13474 2019-01-10 12.57.
+

& [ZrZXDZSTeVopvBG_3SAkleL YuqPZLLKo-6ovpnek. VKGWPsy2tBrCmhCNS. 17206 201802-12 11:48:
+ WaBNX5Z0Kx _iIfMQ-XUJBONgriuyl. Crinedglacypus. IZMESNHE7WqiRzigrE. 1 6584 2016-01-10 12:57:
¥ HOWOEG-suq1kBEEJBLK poUQMS1AnQCOMDev2Qi9I32 \PEgPKI0__3URBIOLY. 12016 2018-02-26 08:08:
+

UMmS7ingTurpet1 QenKXVWOKQs 1| YIKIaSNGP 7E6LY... VoWYRTASVOamgRZEm.. 1 2008 20190110 12:57:
+

¥ NaPRT_Mp_cOCNHCrGRarA&mvS DO4VZISHMEQZBA4ST GBoaUCUSEoUmLVFT. 16004 2018-03-03 10:09:
&

¥ 1BmA7ZpvLMYKNACOYeHIX VY -%030gaYpm2R QoW.. JQqAIMZPXAKXNPRYE... 1 3575 2019-01-10 1267
¥

H= J83Npre1tdWdStioN EQtmghcr TogXOSYeAO-wYLLCLD. . U-eUrHCZudsKgki6YBu... 13875 2018-04-06 10:16:
#H

¥ ['T9_BITBOONS61#uzP680zoD7aZriNHMEUsVIcLLm. IhEFt1aDPI2g687N0u. 12008 20190110 12:57:
bi IGBYNoymDpor3yQwNBpzwAIOBZPEVSNcbBOSmMUBOV, 1 2019-01-10 12:57
B VSbuBSVWN

T [TVIZKY-qH1 REIanDgSrd2aX| D7a0kIBZmnSiUpDally... uLCLOSa_peBOprOS. 15523 2018-01-10 12:57:
+

+ [BhctagDeDQy7qKeeUUFomO 1y 8 Qpaiatsl Yuo2g 100, 1d3rGBZbUaKyj AR 1 541 2018-07-10 08:41
+

b e StkBIMQAIBLE CuxldBaums VS _4dCA. WDKGaT2_o7gvxES-5l. 13456 2019-01-10 1257
* RasRAKVODSA-4xn1gVBI1_YwIQxIN1BIWcEZUI0D: 15LbBgz7GOLOVBN 17509 2019-01-10 1257
t Bd-qYleDU343: kX b : H7oTmyHN_VThgWMUM... 1 8579 201808-29 12113:
+

¥ SATTB2-buzMx WLAWIUBQ3YN TENDE 1 IUwy4DWS000D 158.c-evEsnaxpddznK. 11087 2018-09-19 07:33:
+

= 18i0ZG00K; Bu3RVXTaSWgAvhEZIWsSkWhhFallvy _eT... SmhddS Tod AP XkbWH 11067 2019-04-04 19:16:
+

e BGOXeisYSINWKPZHIRSAWUAGIHRNLmCIX2CTI0RGG. . DLK6GchERe_w2d53t1r. 1 3897 2019-04-04 18:16:
$H B4mSHRSIGIISK 51 a0Fx8aSACNKFKaZ TTizwapliaC-. ADBAPRaPIZCnL Sy-, 12780 2015-04-04 18:16:
T 18P 4eTq7IE3b22valva27epulU2Gic0oM27KhPsvxsiNK .. IVIQESENHZHDIg2LELY. 1 6082 2019-04-04 18:16:
+

+

[8Z0INLytj v BwPOKIVKWXVIYXBRGZNI7AhZF G Joojk LTOMK3dyzIDyyN 10524 2019-04-04 18:16:
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Remediation Phase L)

At this phase UD security engineers closely worked with clients’ developers to immediately mitigate all found vulnerabilities
and apply best security practices

Design

Construction

//

Secure
Software
Development
Lifecycle

Response

Test
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Project Results

A Excellent [ A Excellent }

UnderDefense  has  delivered a
comprehensive report covering all

B Good found vulnerabilities and providing ‘ oo
recommendations on the best ways of
mitigation

c Fair c Fair

At the end our client was able to meet
the highest level of compliance and
D Faor regulation standards, develop better 1 Poor
security practices and get a big logo
on hoard assuring board of directors

[ E nadequate } in good security posture. - Inadequate
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Business risks mitigated

Financial loss Reputational damage

Full web application
compromise
Admins accounts compromise

Users accounts compromise
Loss of clients’ Data loss

trust Full infrastructure

compromise
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Thank you!

Call us now at +1929 999 5101



