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Agenda
1. About me
2. WHAT is Automation and Orchestration and Incident Response
3. WHY we talk about this?

a. The problems of Modern Security Operations
i. People

ii. Speed
iii. False Positives and Use case addiction

b. The problems of Modern IR process
c. Money/ROI

4. Humans vs Machines
5. HOW

a. Automation 
b. Playbooks
c. Threat Intelligence 
d. Orchestration
e. Tools

6. ROI
7. Q&A





Key Takeaways

1. What to Measure in modern SOC
2. How Automation vs Orchestration works

3. How to improve Response efficiency

4. How to win more time to live



Personal Information

Name: Nazar Tymoshyk
Title: CEO of UnderDefense
In Security: from 2008
Father of 1 daughter, 1 company, 
1 community
Email: nt@underdefense.com
Founder of OWASP Lviv
Building best Defensive cybersec company in Ukraine.
Talant - to find best talents and develop them
Addiction - Efficiency and Successful Ukraine
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Everyone 
wanted to be a 
Pentest Ninja



TODAY

Hunters





ALL data.



Use case addiction









TYPICAL CHALLENGES

1. Hybrid and Complex Security Technologies and Platforms
2. Limited Staff to Cover a Massive Scope
3. COMPLIANCE + OFFENSE + DEFENSE







Orchestration 

How different 
technologies (both 
security-specific and 
non-security-specific) 
are integrated to work 
together

Automation

How to make machines do 
task-oriented "human 
work". 

Utilizing Security Product 
APIs to connect and run 
repetitive tasks faster and 
avoid human mistakes.



Incident 
management & 
collaboration 
End-to-end management of an 
Incidents / Cases by people

MISSION CONTROL

collaboration





Problems with People

● Can get Sick
● Tired/Bored
● Sometimes Lazy
● Need Motivation
● Not experienced
● Not systematic
● Have a lot of Needs
● Expensive
● SOMETIMES NOT WANT TO BE EFFICIENT



Machines
★ Fast 

★ Analytically consistent 

★ Not instinctive 

★ Minimal bias

★ Require time for learning

★ Visual and instinctive
★ Quickly learn on new data acquiring new 

experience  
★ Not efficient
★ A lot of biases
★ Slow
★ But Flexible
★ SMART
★ CREATIVE

Humans



SPEED









IMPROVEMENTS



DefCon 0322 Lviv







Measure

Time to Detect

Time to Investigate

Time to Contain  

Time to Respond

Time to Recover

Time to compile Lessons Learned and back it to the process



Incident Detection and Response (IDR) 
workflow

Observe 
Incident
Alert

External 
Context

Internal 
Context

Run hunt

Respond

Monitor
Validate Against 
Threat 
Intelligence
OSINT
Hunt for similar 
cases

Check Internal, 
Proprietary Data Stores
Assets Inventory
Vulnerability situation
Usernames
Risk Score

Look at Past Tickets

Check who else have 
similar process / file / URL / 
problems / registry 

Isolate/Quarantine

Investigate/Forensics

Document/Collaborate

Backup

Ensure that threat was mitigated and 
monitor his further attempts 



© Tony Lin | Sr. Security Engineer 
SEC1980_SecurityOrchestrationAtPriceline_Final_1538667453799001LqjE





Automate Security Operations Workflow

Collect data Build Analytics Take Decision Act

(Orient / Sense-making)

AUTOMATED
(SOC)

MANUAL (IT/NOC) 
(currently)



Automate Security Operations Workflow

AUTOMATED Automate, Enrich, add 
context and reaction!

Collect data Analytics Decision Making Acting

(Orient / Sense-making)



SOC Analyst Daily Workflow Inputs and 
Outputs

© Rob Gresham | Security Solutions Architect | Hacking your SOEL SOC Automation and Orchestration
© Splunk 





What tools we recommend?



Orchestration capabilities



Orchestrations/Integrations



Threat Intelligence - ThreatConnect



Threat Intelligence - Anomali





Standard Operating Procedures (SOPs)

Instructions/Guidelines
Collaboration
Event Management
Case management
Reporting & Metrics

Automate investigation, data enrichments, Integrations, 
Response





HOW



Keep It Simple



Activities
Automated
Select scripts run automatically. All 
decisions for triage, response and 
remediation are decided automatically

Semi-Automated

Select playbooks and actions run 
automatically. Analysts make triage, 
response and remediation decisions 

Manual
Ownership -▶ Triage -▶ Analysis -▶ 
Disposition

RISK



Observe

POLL 
PUSH INGEST 
SET STATUS 
SET SEVERITY 
CREATE 
ARTIFACTS 
SAVE OBJECTS 
SET TAGS

FILE ANALYSIS 
DOMAIN ANALYSIS 
URL ANALYSIS 
HOST ANALYSIS 
IP ANALYSIS 
LOGON ANALYSIS 
RUN QUERY 
GET EVENTS
Get customer info 
Get system info
Get BU info 
Run query Lookup info 
Hunt file 
URL Rep 
Domain Rep
Get File 
Check white/black lists 

 

DISABLE USER BLOCK 
HASH BLOCK URL 
BLOCK DOMAIN 
BLOCK IP 
QUARANTINE HOST 
BLOCK PROCESS 
DISABLE VPN

EMAIL SOC 
EMAIL 
LEADERSHIP 
CHAT IT HELP 
DESK EMAIL 
ENGINEERING 
PROMPT SOC 
TASK SOC
Get Approval 
Promote Case
Prompt Analyst 
Change Severity 
Change Sensitivity 

 

CREATE TICKET
UPDATE TICKET
CLOSE TICKET
TRANSFER TICKET
QUERY TICKETS
CREATE ARTIFACTS
CLOSE OBJECTS

Orient 
On Enrichments

Act 
(Manually/Automated)

Notify 
Collaborate

Document
Knowledge base

















ML use cases

CASE 6: EXTRACTING DUPLICATE INCIDENTS 

CASE 4: VISUALIZING RELATED INCIDENTS 

CASE 3: COMMONLY USED SECURITY COMMANDS

CASE 2: SECURITY EXPERT SUGGESTIONS

CASE 1: INCIDENT OWNER RECOMMENDATIONS 

Chatbots



SLA



Estimated hours saved per month



ROI



Key Takeaways 

1. Document your process and Measure where you’re losing YOUR time
2. Be careful before applying it on Production, TEST-TEST-TEST
3. Make NOC/IT your FRIENDS though SOAR
4. More Automation - more TIME, less people, ability to learn
5. By implementing automation and orchestration aiming to:

-> Focus analysts time on analysis
-> Focus analysts time on finding threats
-> Reduce risk through speed and consistency



And remember - Tools don't matter...

When you 
have a GUN 

Brain



THANK 
YOU
Nazar Tymoshyk
CEO at UnderDefense

Contact: nt@underdefense.com






