
Security 

UnderDefense your source of  experienced professionals to solve security 
sta�ng challenges today

Sta� Augmentation, Executive Sta�ng, Flex Sta�ng



UnderDefense made a commitment to 
help businesses plan, build,  and run 
successful high quality Cyber Security 
Programs. Our defense and o�ense 
teams, talented and professional cyber 
security experts partner with enter-
prise-class organizations to provide a 
full package of Cyber Security services 
and solutions that help and make 
businesses, governments and other 
institutions to operate much more 
successfully nowadays, when the world 
is under every minute attack. 
In this overall connected world 
UnderDefense’s unique approach, 
dedicated professional teams, depth 
and breadth of full Cyber Security 
assessments and other o�erings help 
organizations to rebuild strength and 
con�dence as consumers, employees 
and investors.

Today, sta�ng quality security personnel 
presents multiple challenges, such as:

Experienced, high quality resources 
are rare and hard to �nd

Long-term investment is a  big 
commitment

To run existing programs, orga-
nizations are in need of the right 
level of expertise.

To run existing programs, orga-
nizations are in need of the right 
level of expertise.

Achieving our main goal to 
make your business 

even more successful
UnderDefense - a quali�ed resource provider for 

your business demands



 

BEST SECURITY 
TALENTS

LOWER
COSTS

COMPETITIVE
ADVANTAGE

MARCE
LEADERSHIP

+ + +

-       Security Executives
- Program Managers and Architects
- Engineers and Analysts

UnderDefense Provides 
Every Level’s Resources in 
our o�shore locations:

UnderDefense has the right remote resources to help you get the job done no 
matter what your requirements are - either project-based assistance with plan-
ning and implementation, a set of skilled hands to assist with daily operation of 
your security tasks or executive-level assistance and advising - WE ARE ON IT. 



UnderDefense 
Sta�ng Services

At UnderDefense we take several steps at a 
time to make you feel more Con�dent, 
Secure and Compliant than ever, because 
here we can a�ord that. Our goal is to make 
you even more successful.
 

UnderDefense has earned rich and success-
ful history based on trust. We have devel-
oped extensive expertise in cyber security 
and our sta� of security professionals with 
more than 15 years of hands-on experience 
continuously and productively helping 
small and big businesses safeguard their 
network and applications. 

We don’t just DO - we Think, Innovate, Cre-
ating new security capabilities to combat 
tomorrow’s security threats today.

UnderDefense can provide you with 
remote CISO exclusives, brilliant security 
minds, who are continuously learning and 
innovating. Basing on our current goal by 
making you more successful - we always 
put our client before us and here at 
UnderDefense we attract and keep some 
of the most talented security experts in the 
industry to make you achieving that main 
goal faster, more e�ectively and with 
bright vision of the future. 

At UnderDefense we try our best to satisfy 
your sta�ng needs whatever it takes. We 
have a wide range of available sta� that 
will bring you several steps closer to 
achieve the main goal. We o�er wise minds 
with skilled hands to assist with speci�c 
programs, cyber security experts to pro-
vide guidance and expertise for project 
work, UD quali�ed insight providers.

Key Questions for our client:
- Are there any critical tasks that your existing team can’t perform because of the 
lack of resources or quali�cation?
- Do you need help to assess and update your overall security program, controls, 
compliance and understand how to better utilize your current team?
- Would it be much easier to achieve your main goal if you had additional remote 
much more a�ordable professional security help in a really quick term?
- Are you looking for a remote team that will act as a force multiplier for your 
existing security program and will let you focus on your core goal.



There will always be a need of an executive 
function individual, who will include a 
FULL PACKAGE - business sharpness and 
acuity, security expertise, deep technology 
and process experience. As long as you �nd 
that one perfect match - that person could 
add a lot of value to your company by 
strategically executing and performing 
cyber security programs. 

We can certainly help you to deal with di�-
culties of de�ning and looking for that one 
perfect CISO �t, you must know - turning a 
security project into a high demanded 
program is possible with UnderDefense.

At UnderDefense, we position ourselves as 
a trusted experienced advisor to the busi-
nesses of all sizes, where we combine 
security programs and business priorities, 
like contractual requirements and regulatory 
requirements. 

The cards are yours - you receive an access 
to our team of executive-level security 
leaders, who have built some of the largest 
security programs for Fortune 1000 com-
panies; instruction and guidance on how 
to raise your current security strategy to a 
more important and impressive level from 
our experienced Cyber Security professionals. 

   Executive 
Security Leadership                            

Service

CISO on Demand



                           

UnderDefense 
Cyber Security 

Cross-Expertise
Variety of Experienced 

Assist:



 

Sta� Expertise | Security Architect | Compliance Expert 
Program Manager | Project Manager | Security Manager 

 | Subject Matter Expert | 

For businesses and organizations that are looking for an external experienced cyber securi-
ty team, who can augment your in-house expertise with security skilled individuals, we have 
a solution for you. 

Our Sta� Augmentation Service will provide you with experienced and quali�ed security 
expert for your current security business project.
Our security professionals eager to meet your speci�c needs, to bring more value to your 
enterprise, cut costs and time-to-market, help you achieve your goals and aims in a triple 
speed, operate e�ectively and e�ciently accelerating the high quality of your every and 
ongoing projects.  

Our cyber security professionals are self-managed, communicative, easy going and very 
opened, require no training and minimal supervision. Holding our sta� augmentation 
resources also helps you save lots of money and resources by avoiding the cost and time 
associated with training internal sta� or investing in skill development, because at 
UnderDefense we do it continuously so you don’t have to.

Questioning yourself 
WHY US?

UnderDefense Sta�ng 
Services BENEFITS:

Because UnderDefense owns certi�ed 
experts with more than 15+ years of 
hands-on experience and expertise in 
security and risk consulting, identity and 
access management, IT infrastructure and 
advanced security research, has as well 
unique experience optimizing enterprise 
security, technology investments, helps to 
quickly achieve business goals.  

UnderDefense helps organizations around 
the globe increase productivity, accelerate 
implementation and meet their objectives 
with the rich performance of their security 
expertise, research capabilities and proven 
methodologies.

- Certi�ed Cyber Security Specialists in 
your hands to drive the business;

- No need of investment in trainings and 
skilling up the on-site team - we got it all;

- No day-to-day disruption while meeting 
project timelines;

- High quality and speed in management 
and development ;

- Cut costs and time-to-market with us.



UnderDefense 
Cyber Security Analysts 
and Engineers Provider



All of these resources own certain unique 
skills and abilities to help with program 
operation. 
Every speci�cally skilled member of the 
Sta�ng program can clearly communi-
cate technical details of their activities and 
clients’ systems verbally and in writing. 
They have expertise in their speci�c skills 
area, are aware of things and have an abili-
ty to make quick decisions, are able to 
work individually with occasional supervi-
sion, as part of a larger team and to inter-
face with peers, clients and executives. 

UnderDefense designed Sta�ng program with all the needs our client has in 
mind - from your projects that require specialized application skills to the skills 
that don’t exist or can’t be leveraged internally. WE ARE ON IT as usual. 

UnderDefense’s Sta�ng gives organiza-
tions the right and needed level of opera-
tional cyber security assistance to perform 
custom tasks and answer to certain 
required project needs of the client. 
Organizations are then allowed to access 
the quali�ed individuals for the following 
roles: 

- Application Security Engineer
- Security Consultant
- Incident Handling Analyst
- SOC/SIEM Analyst
- Identity and Access Management                
Analyst
- Risk and Compliance Analyst
- Vulnerability Analyst
- Forensics Analyst
- Threat Intelligence Analyst
- Computer Network Defense Analyst 
- Reverse Engineering and Malware 
analyst
- Penetration Tester
- Network Security Engineer

Our Sta�ng Program Advantages:

  - Time �exibility to achieve client’s 
goals;
- Brilliant resources to meet deadlines;
- Remote Experts on demand that are a 
part of a team;
- Experienced and certi�ed remote 
analysts with 
additional speci�c skills that are not 
available in-house;

Wise minds who manage themselves.

Our Sta�ng Program helps businesses achieve their security program goals 
with minimal investment of money, time and e�ort. 

Sta�ng



 

 

  

Sta�ng

Application Security Analyst
 
Our Application security analysts are individuals 
who possess the skills to assist withtechnical 
application level vulnerability identi�cation 
and analysis, using industry accepted tools.
They retain the ability to support and build up 
on existing application security assessment 
programs.

WHAT YOU GET:
-  Application security analyst directed by your 
internal team to assist with day-to- day tasks.
-  Ability to run your existing application 
assessment tools. 
-  Assist with execution of de ned processes. 
-  Track assessment and remediation activities.

SOC Analyst 

Security Operations Center analyst who helps 
coordinate and report on cyber incidents, 
performs during crisis situations and contin-
gency operations, which may necessitate 
extended hours of work.

WHAT YOU GET:
-  Responsible individual in a 24x7 Security 
Operation Center (SOC) environment
- Analysis and trending of security log data 
from a large number of heterogeneous security 
devices.
-  Incident Response support when analysis 
con�rm actionable incident.
-  Threat and vulnerability analysis as well as 
security advisory services.
-  Analysis and responses to previously undis-
closed software and hardware vulnerabilities.

Risk and Compliance Analyst 

Risk and compliance analyst who owns the 
skills to assist with general information security 
program operations and compliance initia-
tives. 

WHAT YOU GET: 
-  Risk and compliance analyst directed by your 
internal team to assist with day-today tasks.
-  Assist in day-to-day operations of process 
within common GRC platforms.
-  Able to read, understand and help translate 
compliance de�nitions for business use.
-  Assist with execution of de�ned processes. 
-  Track risk issues and remediation activities. 

Incident Response Analyst 

Our Incident handling analysts specialize in 
monitoring, analyzing security logs from multiple 
sources, and investigating Cyber Security inci-
dents. They are trained to develop action plans 
to remedy and prevent risks.

WHAT YOU GET:
-  Quick responses to computer security incidents 
according to the cyber security incident 
response plan.
-  Guidance to �rst responders for handling 
information security incidents.
-  Prioritizing and classifying incidents.
-  Investigation �ndings to relevant stakeholders 
to help improve information security posture.
- Validation and maintenance of incident 
response plan and processes to address potential 
threat.
-  Compiling and analyze data for management 
reporting and metrics.

UnderDefense’s quali�ed and experienced team is here to help you deal with 
challenging sta�ng needs while protecting the bottom line as well as assist you 
with your day-to-day program and project requirements



Vulnerability Analyst 
OVERALL DESCRIPTION: Vulnerability analyst who 
possesses the skills to assist with technical and system 
level vulnerability identi�cation and analysis, using 
industry accepted tools. Ability to support existing 
vulnerability assessment programs. 

WHAT YOU GET: 
-  Vulnerability analyst directed by your internal team  
to assist with day-today tasks.
-  Run vulnerability scanner(s).
-  Review and provide high level validation (false posi-
tives).
-  Disseminate vulnerabilities to SMEs for remediation.
-  Assist with execution of de�ned processes.
-  Track assessment and remediation activities.

Threat Intelligence Analyst 
OVERALL DESCRIPTION: threat intelligence analyst 
who helps identify, manage, monitor, and communi-
cate the information security risks associated with 
inherent and residual threats that may result in harm or 
disruption to the company. 

WHAT YOU GET:
-  Help to de�ne, ratify, maintain and improve the 
Threat Intelligence program.
-  Identi�cation and tracking malicious infrastructure.
-  Proactive research of relevant threats.
-  Support of continuous development/integration of 
tools to store, exchange, and analyse threat and 
incident data.
-  Prior experience with SIEM tools and Splunk.
-  Strong analytical skills.

Information Security Analyst 
OVERALL DESCRIPTION: Information security analyst 
who plans and carries out security measures to protect 
an organization’s computer networks and systems. 

WHAT YOU GET: 
-  Organization’s networks monitoring for security 
breaches.
-  Violation investigations.
-  Firewalls and data encryption programs installation 
and usage to protect sensitive information.
-  Reports preparations that document security 
breaches and the extent of the damage caused by the 
breaches.
-  Penetration testing conduction.

Security Intelligence Analyst
   OVERALL DESCRIPTION: security intelligence analyst 
who assists with technical and system level alerts and 
potential malware identi cation and analysis using 
industry accepted tools.

WHAT YOU GET: 
-  Monitor, review and investigate alerts and support 
existing event review, escalation and remediation 
processes.
-  Actively investigate and stay on top of the latest secu-
rity vulnerabilities, advisories and incidents.
-  Anomalies, non-compliant systems and other 
observed events identi�cation.
-  Assist with execution of de ned processes for event 
review and incident response.

Identity and Access Management 
Analyst  

OVERALL DESCRIPTION: identity and access manage-
ment engineer who possesses the skills to assist with 
IAM technology support and operation. 

WHAT YOU GET:
-  IAM analyst directed by your internal team to assist 
with day-to-day tasks. 
-  Assist in daily operations of IAM technologies, including 
post production support.
-  Provide patching, upgrade support and regression 
testing of IAM technologies.
-  Provide system con guration functions.
-  Assist with execution of de ned processes.
-  Track IAM technology operational issues and remedia-
tion activities. 

Forensics Analyst
OVERALL DESCRIPTION: Forensics analyst who collects 
information from digital devices as part of legal investi-
gations, combines computer science background with 
forensic skills to recover information from computers 
and storage devices and responsible for assisting law 
enforcement o�cers with cyber crimes and to retrieve 
evidence. 

WHAT YOU GET: 
-  Important data recovery that have been deleted, 
damaged or otherwise manipulated
-  Expertise in a corporate setting to protect computers 
from in�ltration.
-  Computer broke into determination or lost �les recovery. 
-  Help detectives and other o�cials analyze data and 
evaluate its relevance to the case under investigation. 
-  Expertise in hacking and intrusion techniques and 
prior experience with security testing and computer 
system diagnostics. 



Tel: +1.929.999.5101
email: help@underdefense.com

We at UnderDefense are dedicated to 
supporting organizations around the 
world in planning, building, managing, 
and running successful security opera-
tions programs, meeting and maintaining 
compliancy regulations and exceeding 
organizations abilities to run their 

Our team of talented and professional 
cyber security experts partner with 
enterprise-class organizations to provide 
a full package of Cyber Security services 
and solutions including Security Assess-
ments, Compliance Solutions, Product 
Advisory Services, Threat and Vulnera-
bility management, Incident Response 
management, Network and Security 
architecture and implementation, and 
much more. 

We don’t just do; we think, innovate, 
and create new security capabilities to 
combat tomorrow’s threats today.


